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Cyber Security Overview

Cyber Crime Tactics and Techniques

• Hacking (Penetration Testing)

• Social Engineering (Malware/Phishing)

Staying Focused and How
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MNP CYBER

• Est. 2000

• Today over 55 dedicated individuals nationally

“Top 24 

Security 

Partners in 

North 

America”

CRN Magazine

<?p>
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Privacy

>Appropriate 

safeguards in place

>Fines based on 

records loss

>Everyone – even 

small business
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Internet of things is, and will be a 

business Challenge.

Source: Intel.com
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Pwned = Stolen & Compromised
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3rd

6th



Page 9

Stats Canada

The survey found that in 2017: 

• Canadian businesses spent a total of $14 billion to 

prevent, detect and recover from cyber security incidents.

• Two out of ten (21%) Canadian businesses were 

impacted by a cyber security incident.

• Almost six out of ten (58%) businesses impacted by cyber 

security incidents experienced some downtime.
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What does being a target mean…
Brand and 
Reputation

Unable to Fulfill 
Service 

Commitments

Sensitive 
Personal 

Information

Supply 
Chain/Vendor 
Management

Intellectual Property 
(IP)

Legal Damages 
(Liability/Lawsuits) 

Regulatory 
Compliance
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Nation 
States

Organized 
Hackers

Non-
Organized 

Hacker

Employee: 
Technical

Employee: 
Business

Malicious 
Former 

Employee

Who are Behind Cyber Attacks?
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Security Threat Landscape

• Attackers find value in 

sensitive information

– Personal

– Financial

– Intellectual Property

• Challenging to protect 

against todays threats

– Attacks originate from various 

sources

– Avenues of attack continue to 

evolve
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Let’s take a closer look!
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Hacking or Ethical Hacking

• Internet is a big place
– Every “bad guy” is milliseconds from 

your firewall or application

– Attackers are probing your IT systems 
right now

• Vendors are releasing security 
patches on a monthly basis to fix 
vulnerabilities
– It can be difficult to keep up with missing 

patches

• This doesn’t include other 
security vulnerabilities (e.g., weak 
passwords, mistakes, etc.)

• Have you given permission
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Almost ALWAYS Starts with a Vulnerability
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Example #1 of a Penetration Test
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What’s a Hash?

19
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“Hashinator”

20

26 lower case letters (a-z)

26 upper case letters (A-Z)

10 digits (0-9)

8 Characters

26+26+10 = 62

62 ^ 8 = 218,340,105,584,896

…or < 2 days
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Security Threat Landscape
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Access to HVAC system…



Page 23

Example 2: Programming Error
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Why is Hacking so easy?

- Businesses are not patching their systems. This 
includes:

- Applications – both Web & Mobile

- Network & Computer Devices

- Businesses are not discovering a breach 
quickly to mitigate
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Social Engineering

• A hacking technique 

– Used by attackers to obtain sensitive 

electronic information (e.g., passwords) 

from a victim

– Convinces victims to provide information 

through “social” manipulation

• Attacks pray on peoples’ inherent 

trustworthiness and inclination to be 

helpful

• Increase in “supply chain” attacks

– Attackers targeting business relationships

Verizon's data breach 

investigations team finding that

90 percent 

of breaches trace to a phishing or 

other social engineering attack
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Why is Social 

Engineering so 

easy?
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Example Phishing
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.ly is 

from 

Libya
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Does it 

look like 

Canada 

Post?
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Does it 

look like 

Canada 

Post?
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What are they trying to do?

Typically two things:

1. Get you to give them your username and password

2. Get you to click on a link where Crimeware is downloaded onto 

your systems without you noticing. The malware could be 

described as:

– Spyware

– Denial of Service

– C&C – Command & Control

– BackDoor

– Ransomware

– Cryptojacking
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Twitter…or was that Tvivviter
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TIP 3: Clicky McClicker

39
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You can use Google Images
- Use Google Images to verify and validate pictures



Page 41



Page 42

Top 10 Considerations

Have you and your executives quantified business risk? 
What is the impact to those assets if breached? How to 

better prioritize budget & resources?

Have you developed and implemented the appropriate 
cyber security safe guards: Have you considered threat 

detection (AI)? What is the impact of moving to the Cloud? 
How safe are IoT devices?

Have you understood your potential exposure by 
engaging cyber security consultants “ethical hackers” to 
hack your organization? (Networks, Applications, Mobile)
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Top 10 Considerations

Can you demonstrate a solid Cyber Incidence Response 
plan which enables you to respond to a breach? If yes, 

have you tested it by doing a table top exercise?

Have you ever considered a Cyber Security Advisor to 
help set standards, recommendations and policies?

Do you have a clear understanding of your Supply 
Chain (Vendor/Third Party) Contracts. Have you done an 
assesemnt on their maturity? Begin with the IT focused 

contracts?
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Top 10 Considerations

Have you considered purchasing cyber security-
specific insurance to protect against the 

ramifications of any major breaches? Is it focused 
on the key business risks identified if breached?

Is your data reinforced by a business continuity 
plan including data backup & data recovery. Is 
the data stored offline & offsite? Have you tried 

restoring it?
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Top 10 Considerations

How sophisticated are your Cyber Security 
Educational Training, practices and procedures? 

Are you making it personal?

Are you patching? Who has access to what? Do 
you have a shadow IT problem? Are your IT 

assets all accounted for? These are other major 
challenges that exist in Cyber Security today. 
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Insurance Advisory
Stand-Alone Services – Cyber Insurance Assessment 

In order to quantify the 

impact of a potential cyber 

incident, MNP must gain a 

full understanding of the 

business including:

• Interaction with third 

parties

• Revenue generating 

activities

• Identification of 

sensitive data

This is an interactive 

process between the 

company and MNP to 

ensure all potential impacts 

of a cyber incident are 

identified. 

Analyze the Business

MNP’s experience in cyber 

events and threat 

monitoring will identify:

• Common cyber events

• Emerging risks based on 

the subject company’s 

industry

A Cyber Threat 

Assessment provided by 

the client will allow Deloitte 

to identify:

• Potential threats

• Vulnerabilities

Analyze the Risks

Step 1 and 2 will identify 

most likely scenario of a 

major cyber event. 

Identification of the 

maximum cyber impact 

scenario is a collaborative 

effort between MNP and 

Client.

Develop Loss 

Scenarios

MNP will:

1. Quantify the maximum 

probable financial 

impact of the major 

cyber event using:

• Loss modeling 

techniques

2. Develop a loss model 

based on a set of 

adjustable assumptions 

and variables, using:

• Expertise in 

damage 

quantification

• Experience in 

actual cyber events 

• Externally 

published data

Quantify Financial 

Impact 
Coverage Assistance

MNP professionals in 

collaboration with Client 

and Broker (as required)

• Based on analysis in 

steps 1-4, determine 

specific coverage and 

limits

• What coverage is 

available?

• Discussion with Broker

Step 1. Step 2. Step 3. Step 4. Step 6.

If MNP or another firm has performed a threat risk 

assessment/maturity risk assessment recently, then we 

would work off the existing report to conduct our analysis. 

Policy Gap Analysis

MNP will:

• Review existing 

policies for what 

coverage might 

already exist and what 

limits exist (Existing 

Cyber, Property, CGL, 

Crime)

Step 5.

Cost to add-on: $10,000* Cost to add-on: 

$20,000*

Cost to add-on: 

$10,000*

*Cost have been estimated
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Our Overall 
Cyber 

Security 
Approach 

Anticipate

(Detect)

Mitigate

(Respond)

Assess

(Identify)

Defend

(Protect)

Where do YOU 

sit!
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Personal Cyber Security Check List

✓Create strong PW – use a minimum of 12 

characters(Capitals, numbers, special characters).

✓Keep you systems updated with latest software. 

✓Run Anti-Virus, Anti-Malware. 

✓Back Up your systems (local, cloud, offsite..).

✓Have a Firewall if possible.

✓Two Step Verification .
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Personal Cyber Security Check List

✓Have your computer or mobile set to auto lock out. 

✓Never click on something you don’t know. 

✓Don’t add people to your profiles that you don’t know. 

✓Sensitive browsing should only be done from a 

trusted network. i.e.: banking

✓Be wary of any phishing or social engineering attempt 

(smishing, vishing etc.).
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Questions?


