are you
FUTURE READY?

Cyber Security Battlefield
BOMA Industry

Presented by:
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ACCOUNTING > CONSULTING > TAX



Cyber Security Overview

Cyber Crime Tactics and Technigues
« Hacking (Penetration Testing)

J"* « Social Engineering (Malware/Phishing)
Staying Focused and How
>
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MNP CYBER

. Est. 2000
- Today over 55 dedicated individuals nationally
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Canada
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Privacy

MNP r

>Appropriate
safeguards in place
>Fines based on
records loss
>Everyone — even
small business

W

Canada's Mandatory Privacy Breach Reporting
Requirements coming into force November 1, 2018

ACCOUNTING > CONSULTING > TAX



Internet of things is, and will be a MNP
business Challenge.

THE BIG DATA BANG

The "Internet of Things” is

QO O B ‘ exploding. It's made up of

billions of "'smart” devices--from

miniscule chips to mammoth
machines--that use wireless
technology to talk to each other
(and to us). Our loT world is
growing at a breathtaking
pace--from 2 billion objects in
2006 to a projected 200 billion
by 2020.
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Pwned = Stolen & Compromised MNP

322 5,558,182,518 83,079 90,414,182

pwned websites pwned accounts pastes paste accounts

Largest breaches Recently added breaches

711,477,622 Onliner Spambot accounts RBXROCKS 24,950 Rbx.Rocks accounts

593,427,119 Exploit.In accounts smE 14,609 Societa Italiana degli Autori ed
Editori accounts

457,962,538 Anti Public Combo List accounts

58 WPSandbox accounts
393,430,309 River City Media Spam List

accounts 22,477 JoomlArt accounts

359,420,698 MySpace accounts 326,714 Mac Forums accounts

234,842,089 NetEase accounts 846,742 Baby Names accounts
164,611,555 LinkedIn accounts 1,274,051 Wife Lovers accounts
152,445,165 Adobe accounts % 342,913 Facepunch accounts
131,577,763 Exactis accounts APOLLO 125,929,660 Apollo accounts

APOLLO 125,929,660 Apollo accounts @ /7,687,679 Digimon accounts
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Figurel: Th

e Global Risks Landscape 2018

ACCOUNTING
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WORLD
ECONOMIC
FORUM

COMMITTED TO
IMPROVING THE STATE
OF THE WORLD

Insight Report

The Global Risks
Report 201
13th Edition

4.5
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Top 10 risks in terms of Top 10 risks in terms of
Likelihood Impact

Categories

N
T

Extreme weather events Weapons of mass destruction

Extreme weather events .
’ Economic

Natural disasters

Natural disasters

Cyberattacks 3 rd

Data fraud or theft

Failure of climate-change mitigation and adaptation ‘ Environmental

Water crises

Cyberattacks 6th Q Geopolitical

Food crises

Failure of climate-change mitigation and adaptation

Large-scale involuntary migration

Man-made environmental disasters

QOO o000

Terrorist attacks Biodiversity loss and ecosystem collapse ‘ Societal

lllicit trade Large-scale involuntary migration

O POOOOGOOSO

°
¢

Asset bubbles in a major economy Spread of infectious diseases

Source : World Economic Forum Global Risks Perception Survey 2017-2018.

Note: Survey respondents were asked to assess the likelihood of the individual global risk on a scale of 1to 5, 1 representing arisk that is very unlikely to happen and 5 a risk
thatis very likely to occur. They also assess the impact on each global risk on a scale of 1 to 5 (1: minimal impact, 2: minorimpact, 3: moderate impact, 4: severe impact and

5: catastrophicimpact). See Appendix B for more details. To ensure legibility, the names of the global risks are abbreviated; see Appendix A for the full name and description.
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Stats Canada

The survey found that in 2017:
Canadian businesses spent a total of $14 billion to

prevent, detect and recover from cyber security incidents.

(¥ . Two out of ten (21%) Canadian businesses were
- | Impacted by a cyber security incident.
. Almost six out of ten (58%) businesses impacted by cyber
~ security incidents experienced some downtime.
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MNP

Brand and
Reputation

Unable to Fulfill
Service
Commitments

Regulatory
Compliance

Legal Darages Sensiive
(Liability/Lawsuits) Information
Intellectual Property Supply
(IP) Chain/Vendor
Management
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B
Malicious
Former

Employee

Employee:
Business

Employee:
Technical

i
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Security Threat Landscape

« Attackers find value In
sensitive information
— Personal
— Financial
— Intellectual Property

Denial of
Service

« Challenging to protect
against todays threats

— Attacks originate from various
sources

— Avenues of attack continue to
evolve

Page 12
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Property managers downplay cybersecurity threats
If a building operating system is breached, any party in supply chain could be liable

Friday, January 6, 2017
By Rebecca Melnyk

Equifax Hack: The Real Estate

Commercial Real Estate Is Industry Is Just As Vulnerable

Unprepared For A Major Cyberattack

June 14, 2018 | |

Bisnow Contributor (3) F()rbes
We are the world's # I source for commercial real estate news

POST WRITTEM EY

Lara O'Keefe

As smart cities begin to expand, it is becoming essential that real

estate developers and investors keep cybersecurity top of mind.

Smart buildings can improve building and tenant efficiency, but can

also leave company and tenant information vulnerable to attacks.

|
Real estate firm Essex Property reports data breach

Judy Greenwald
9/30/2014 12:00:00 AM Page 13
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US Electric Grid Hacked By
Targeting Of Hundreds Of
Small Government
Contractors And
Subcontmctors

Posted at 1:02 pm on January 14, 2019 by Elizabeth Vaughn

Bl Share On Facebook W Share On Twitter = X ®

Russian hackers initiated a complex plan to hack the US

|
|

Electric grid by targeting a small construction company,
All-Ways Excavating USA, located in Salem, Oregon. The

Hackers Targeting Third-Party
Vendors on Amazon

Damien

Amazon is spending millions of dollars
to prevent hacking and online banking
fraud.

However, even with all of their
cryptographic technology and
network security measures, the
e-commerce giant has not saved its
third-party vendors from hacking and
fraud.

In recent weeks, according to the
Wall Street Journal, there have been
hackinas taraetina the arowinag

— Spy agency expects foreign actors to attempt to sway public opinion online I

hitps://iwww_ctvnews.ca/polifics/spy-agency-expects-foreign-actors-fo-attempt-to-sway-public-opinion-online-1.4207 164

a
1

: 7 ‘3’: 4

o -

Pt =

Hackers have been making waves after
hitting active and inactive Amazon
vendors' accounts and taking profits in
the thousands.

- Canada's cyber spy agency 1s warning that in 2019—an election year—foreign countries are "very likely" to try to sway Canadians' public opinion with misinformation online.

Page 14
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Let’s take a closer look!

N
l

PPPPPP
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Hacking or Ethical Hacking MNP

Microsoft : Vulnerability Statistics

* Internet is a big place
— Every “bad guy” is milliseconds from

Products (461)  Wulnerabilities (5491) Search for products of Microsoft

your firewall or application Vulnerabilities By Year
— Attackers are probing your IT systems 2000 15
right now Pl

* Vendors are releasing security s
patches on a monthly basis to fix

M 2006 267

VUInerabllltleS M 2007 255

— It can be difficult to keep up with missing h
patches

. . - - M 2012 172
« This doesn’t include other _ LU 201432
security vulnerabilities (e.g., weak II II II

passwords, mistakes, etc.)
Moodle : Security Vulnerabilities

2008 225
2010 317
M 2011 252

M 2015 402
M 2017 Gos
2018 &1

« Have you given permission
CVSS Scores Greater Tham: 0 1 2 2 4 3 & 7 8 &
Sort Results By 1 CVE Mumber Descending CWVE Mumber Ascending CWVSS Score Descending Mumber Of Exploits Descending

Page 16
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TN Microsolt Secunity Buller X

< C | & btips//technetmicrosofucom/en-us/security/bul

B Microsoft TechNet v/

Home Security Updates Library Support

RESPONSE pOVISORIES

Microsoft Security Bulletins

Upcoming Release

Microsoft security bulletins are released on the second Tuesday of each month.

Latest Release

Find the latest Microsoft security bulletins
[N
Get the Updates from Microsoft Update
To get help protecting your home computer, please visit the Security Center for Home Users, or download the updates
from Microsoft Update.

Download Detailed Bulletin Information
Download an Excel file containing detailed information, such as affected components, bulletin replacements, reboot
requirements, and related Common Vulnerabilities and Exposures (CVEs). Additionally, bulletin information in the

Common Vulnerability Reporting Framework (CVRF) format is available. Downl v ecurity Bulletin Data

o2 § B g 5 B = & B
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Secur y Tec Search TechNet with Bing C

Almost ALWAYS Starts with a Vulnerability

United States (English) Sign in

Related Links
i/"'\ Get security bulletin notifications
\ J Receive up-to-date information in RSS or e-mail
format

Security advisories

View security changes that don't require a bulletin
but may still affect customers.

: Microsoft Security Response Center (MSRC) blog

‘ | View MSRC webcasts, posts, and Q&A for insights

on bulletins and advisories.

’ Report a vulnerability
1S Contribute to MSRC investigations of security
vulnerabilities.
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Whrdwide [change] Log In | Account | Register

Products & Services Training & Events Partners
cIsco na

Cisco Bug: CSCuj84245 - UCS-C IPMI RAKP allows remote attackers to obtain
password hashes

Last Modified
Oct 24, 2016

Product
Cisco Unified Computing Sy=igas

own Affected Releases
— e e -

A vuIrierability in the Cisco Integrated Management Contoller could allow an authenticated
emote attacker to conduct offline password guessing attacks

The vulnerability is due to iImprope by the RMCP Authenticated
Key-Exchange (RAKP) Protocol. An authenticated, remote attacker could exploit the
vulnerability by sending malicious authentication requests to the IPMI 2.0 protocol. Successful
exploitation could allow the attacker to bypass authentication and gain unauthorized access to
the system, which could be used to conduct further attacks.

View Bug Details in Bug Search Tool a Why s Login Required?
Page 18
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abcdefghijkimnopgrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789

Calculate Hashes

SE3584B8CE94ADESBAEZ0AD24A835]1REF
E22E@4519AA757D12F1219C4F31252F4
BEDVDFBF29A93F93C63CEE84790DARBESS
Fole/DE2A9DB23EGREF231B6384D6F861
31DeCFERD1BAES3I1BY 3C5907EQCAESCa

ES2CACE/410A0A2238F18713B629B565
ES2CACET/410A0A22F9EF275EL1115B16F
ES2CACE/4109A9A221B087C18752BDBEE
ES2CACE/410A0A2ZZEASOBEESSSDAELE
AAD3IB435B51404EEAADSBE435B51484EE

MNP.ca



“Hashinator”

26 lower case letters (a-z)
26 upper case letters (A-2)
10 digits (0-9)

8 Characters

26+26+10 = 62

62 " 8 = 218,340,105,584,896
...or < 2 days
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Security Threat Landscape

Seconds Minutes Hours Days Weeks Months Years Never

compromise

" '/\/\_.\——-_--__---._.—‘ . ! !

exfiltration /_/\_/.

d|scovery
—/. Y -

containment \
b b ___’,_d"'\_. v——w N — oy ®
10 16 10 16 10 16 10 16 10 16 10 16 10 16 10 16 Page21
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OA Tmp Dry Bulb: 6.5C
OA Tmp Wet Bulb: 5.7 C

Plant Status

e CT BYP VLV: 100.0 %Open : :
eater: CT SUMP TMP: 14.8 C ‘ Plant Enabled: Disabled
CT2 FAN: 0.0 Hz ‘ Plant Mode: Auto

CT2 Heater: Off o Cool Mode: HeatExch
CT3 FAN: 0.0 Hz CTEWT:19.0C ' Refrig Leak: Normal

CT3 Heater: Off i X CTLWT: 20.0C ‘ 4
FM-4: -5 gpm CHWS Setpoint: 8.3 C n
CHWS Temp: 99C ~
CHWR Temp: 139C n

Total Plant kW/Ton:  4.000 kW/Tol%
Monthly Plant kWHr: 8662 kW-hr

FM-1: -1 gpm Cooling Capacity: 0.0tR
CH1CHLWT:121¢C Chilled Water Flow: 0 gpm

Pri Loop Balance: Negative

FM-2: -2 gpm » l Num Vivs Open: 33
CH2 CHLWT:13.7C \ Sec Loop DP Setpoint:  15.00 psi

A
HEX CW EWT:17.6 C . 2 CWS P1: 0.0 Hz
HEX CWLWT:17.9C ¢ & 2ag 3’-3 CWS P2: 0.0 Hz
4 CWS P3: 0.0 Hz
®Pri Tmp: 14.0 C CWS P4: 0.0 Hz

HEX CHW EWT: 15.7 C » FM-9: -3 gpin

HEX CHW LWT: 147 C ‘ CHW SWT:99 C
o 3 ‘ ? 6 FM-3: 0 gpm
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Example 2: Programming Error

ACCOUNTING > CONSULTING

- (O heps/ I Goog'cB B 1Y - C | #

$50.00 Gift Card

$100.00 Gift Card

TOEN N0 LB
9250.00 Gift Card

Payment Details

Transaction Amount: $13.57 (CAD) VISA -""' | —

Please complete the following details exactly as they appear on your credit card.
Do not put spaces or hyphens in the credit card number - V ~
Cardholder Name: ER'F'EDW
by VIS
- =i

Credit Card Number:

MasterCard

Evnirv Nata-

> TAX
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MNP

- Businesses are not patching their systems. This
includes:

- Applications — both Web & Mobile
- Network & Computer Devices

4 Whyis Hacking so easy?

® N

\' "
4
3

- Businesses are not discovering a breach
quickly to mitigate

PPPPPP
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Soclal Engineering

A hacking technique

— Used by attackers to obtain sensitive
electronic information (e.g., passwords)
from a victim

— Convinces victims to provide information
through “social” manipulation

Attacks pray on peoples’ inherent
trustworthiness and inclination to be
helpful

Increase in “supply chain” attacks

— Attackers targeting business relationships

-
MNP

LIVE Edmonten Maore Stresms

9391

o] Listen Live one

CBCINeWS |Edmonton (;
m R

Home QOpinion World Canada Politic

[Canaca ) Eamorton

MacEwan University defrauded of $11.8M in online phishing
scam

Some funds still missing, most traced to bank accounts in Canada and Hong Kong
s Posted: Aug 31, 2017 1:47 PM MT Last ated: Aug 21, 2017 5:23 P T

Video

Verizon's data breach
Investigations team finding that
90 percent

of breaches trace to a phishing or
other social engineering attack

Page 25
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Example Phishing

Survey Monkey <survey@monkey.ca>

Mandatory employee survey
To

Hi,
This 15 a mandatory emplovee survey. Please fill out the following:

Survey

Thanks!

Page 27
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4™ SurveyMonkey

My Surveys

Please snter vour name:
Gat Survey Help, Ideas & Tips

Gty
Aot Lis- &

Policizs

N F— Langusse  Ersglish -
-"F [ EREl - -

CRARYS
@EELU RE Page 28
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MNP

From: Lawrence Reed

From: linkedin.com <message-wk881425ffim55@linkedin.com> Date: May 26, 2011 1:29:03 PM GMT+03:00
Subject: Mark Andronas at Payroll Processing wants to connect on Linkedin To: Mickey Boodaei
Date: June 2,2011 12:55:01 PM GMT+03:00 Subject: Invitation to connect on Linkedin

To: Mickey Boodaei
Reply-To: message-wk881425ffim@Ilinkedin.com

LinkedIn

LinkedIn Mickey,
I'd like to add you to my professional network on LinkedIn. I'd like to add you to my professional network on Linkedin.
- Mark Andronas - Lawrence
Neal Collins Lawrence Reed
Vice President, Strategy & Corporate Development at Payroll Processing Independent Consultant
Greater Chicago Area London, United Kingdom
Confirm that you know Neal Confirm that you know Lawrence

Page 29

e
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Tue 30/10/2018 10:03 AM

admin.support@staplesprocessing.ca
Confirmation #:314767VW

nmins

roblems with how this message is displayed, click here to view it in a web browser.
download pictures. To help protect your privacy, Outlook prevented automatic download of some pictures in this message.

=]

Hi Danny Timmins

Customer: Danny Timmins
Order: #:314767VW

Invoice date: 18 October 2018

ACCOUNTING > CONSULTING > TAX

Order confirmation #:314767VW M

Payment type: Credit Card

Currency: CAD

Please be informed that your transaction is confirmed.
Please check invoice and update your information.

The payment will appear on your card statem«ptip://bit.ly/2ejgiws

Click or tap to follow link.

WPPSOLUTE

Page 30




From: CanadaPost <Peter@sfseomedia.biz> .
Sent: November 14, 2018 12:36 PM Does It
To: Danny Timmins <Danny.Timmins@mnp.ca> |00k ||ke

Subject: Shipment Notification #3 - CanadaPost

Canada
Dear client, Post?

Canada Post is sorry to inform you that we could not deliver your package to your place area on 13 , November 2018
because no one was available at time of delivery to sign for item, and you could not be reached on a phone.

You can schedule redelivery of your item to the same address after visiting any Canada Post office that is conveg
located to you and bringing a printed shipping invoice.

. . ] ] ] ) ] ) http://akliquefiednaturalgas.biz/
The shipping invoice is available to download at the following link: ololololol/trolololo/index.php?id=17090
Ctrl+Click to follow link

www.canadapost.ca/pgotools/apps/customers/personal/deliverylnvoicePrint?prnt=als4

I the order is not picked up within 72, it will be sent back.
This is an automatically generated email, please do not reply.

Best regards,

2018 Canada Post Page 31
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From: canadapost.ca <Marcus@tasteofspring.biz .
Sent: November 14, 2018 5:30 PM DOES It
To: Danny Timmins <Danny.Timmins@mnp.ca>

look like

Subject: Canada Post - Delivery Notification #2

Canada
Post?

Dear customer,

Unfortunately, we could not hand over your order to your place area on 13 , November 2018 because no gps
was available at the delivery address to sign for item, and you could not be contacted.

You can schedule redelivery of your item to the same address after visiting anada Post office in your

area and bringing a printed shipnin~ invas oo .
http://badbusinesspractices.biz/

] _|123123lololll/traasssaavidve 1124 Tvwsv/ ) )
To view and download the shifindexphpzid=112233 following link:
Ctrl+Click to follow link

www.canadapost.ca/pgotools/apps/customers/personal/deliveryInvoicePrint?prnt=als4

If the parcel is not picked up within 72, it will be sent back.
This is an automatically generated message, please do not reply.
Best regards,

2018 Canada Post

Page 32
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r What are they trying to do?

Typically two things:

1. Getyou to give them your username and password

2. Getyou to click on a link where Crimeware is downloaded onto
your systems without you noticing. The malware could be
{ deSCrlbed as. Cryptolocker  Your Personal files are encrypted!

p d d t}' omp uter: photos, videos,
nique public key RSA-2048

! = . our personal files enci
| ocuments ior
— Spyware , | B Gencraced for this computer.
o decl ou need to obtain the private key.
S ——— . .
gl pv 'rtr'p rate key, whit r'wII allow to decrypt the files, located
- enla O erVICe on a secret server on the Internet; the PerW|IId stroy the key : ﬁ: a time
specifie d 1 this win d ow. Afte tt‘ at, I:l-cmdv,lr nd never will be able tcre
Tes...
— ‘ &‘ — ‘ O ml I lan d & ‘ O ntrOI Pr-iv:te z-i € oobtain the private key for this 1:0mputer, which will automatically decrypt
files, you need to pay 1.00 bitcoin (~291 USD).
1/6/2015 1:11:47 PM
‘'ou can easily delete tf‘ T'twar b ut know that without it, you will never
— BackDoor
Jisable yo W e removal of this software.
’\ Time left
2 v or more i and send bitcoins, dlick "Pay with Bitcoin”
71:52:21 ) ist of i [ i

- R an SO mware open a list of encoded files, click "Show files”

Jo not delete this list, it will be used for decryption. And do not move your files.

— Cryptojacking T

eived: 0.00 BTC

Show Tiles Pay with Bitcoin ‘




MNP

Scammers pose as company execs in wire
transfer spam campaign

Innocent-looking payment requests could result in financial loss for companies as
finance department employees targeted with fraudulent emails.

Sy: Sean Butler [
Created 28 Oct 2014

| B 0 Comments @ Translations: Portugués = Share

CBCINIEWS |Edmonton 6 A
.xr* ks

Home Opinion World

MacEwan University defrauded of $11.8M in online phishing
scam

Some funds still missing, most traced to bank accounts in Canada and Hong Kong
B I Posted: Auwg 31, 2017 1:47 PM MT Last Updated: Aug 31, 2017 5:23 FM MT

Page 35
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Twitter...or was that Tvivviter

\ > with

Wy 3 g
! Hey someone |5 saying nasty rumors about you...

S —

—

T

ACCOUNTIN




MNP

€ C @ tviwitter.com/login/l/

m CMNM.com - Breakin... w=#m Shop KOHLER Forte... =m Shop KOHLER Forte ... =m Shop KOHLER Forte ... O Mew Tab @ | Domainsatcost.ca - .. O Pwnie Express :: Wir... Amazon We

4

Your session has timed out, please re-login.

|

i i Signin

) tvivvitter.com/login/l;

. T

Already Using Twitter Wia SMS7?

Page 37
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How Strong is Your Password?

fi you hackable
or uncrackable7

"?

’J-ql

GRADE MY PASSWORD!

.....

Page 38
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TIP 3: Clicky McClicker

ASHLEY Woods 2n¢

Manager, Customer Support at EPAM - DEP

Dallas, Texas | Computer Software

Previous JP Morgan FCS, Teradata Aster
Education  University of Dallas

Accept invitation Send ASHLEY InMail v i ]Ohgsh

1] https://www.linkedin.com/in/ashley-woods-351797117

[ PN Tillns - Accept invitation Send ASHLEY InMail | - YWH‘:}:

LIKE AIND SHARE

[ httPSwww.linkedin.com/in/ashley-woods-351797117 Page 39
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You can use Google Images
- Use Google Images to verify and validate pictures

€ C|a
4
{ G |

g -anada
B
0
ASHLEY Woods =
Manager, Customer Support at EPAM - DEP aonieSearh I keeling bucky

Dallas, Texas | Computer Software

ous JP Morgan FCS, Teradata Aster
n  University of Dallas

Accept invitation Send ASHLEY InMail | ~ S 65

M@ hitps://www.linkedin.com/in/ashley-woods-351797117

Page 40
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NBC AFFILIATES | REPORTING | SHOPTALK

Reporter Deborah Sherman Out At
Denver’s KUSA

K EX3

Deborah Sherman, a reporter at KUSA, has been cut loose at the Denver NBC-
affiliate because of a “personnel issue,” the Denver Post reports.

Sherman joined KUSA's investigative reporting team in 2003. Her last day at
the station was reportedly last week, though management has refused
comment on the circumstances surrounding her departure.

“We're not going to comment on people who are leaving or have left the
station,” KUSA news director Patti Dennis said.

The Post reports Sherman “is said to have great contacts but not the easiest professional
temperament,” saving a memo from station management to KUSA staffers fueled rumors that
Sherman was shown the door due to her connection to several controversial stories she has reported

on in the past.
Page 41
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Top 10 Considerations

Have you and your executives quantified business risk?
What is the impact to those assets if breached? How to
better prioritize budget & resources?

Have you developed and implemented the appropriate
cyber security safe guards: Have you considered threat
detection (Al)? What is the impact of moving to the Cloud?
How safe are IoT devices?

Have you understood your potential exposure by
engaging cyber security consultants “ethical hackers” to
hack your organization? (Networks, Applications, Mobile)

ACCOUNTING > CONSULTING > TAX MNP.ca



Top 10 Considerations

Can you demonstrate a solid Cyber Incidence Response
plan which enables you to respond to a breach? If yes,
have you tested it by doing a table top exercise?

Have you ever considered a Cyber Security Advisor to
help set standards, recommendations and policies?

Do you have a clear understanding of your Supply
Chain (Vendor/Third Party) Contracts. Have you done an
assesemnt on their maturity? Begin with the IT focused

contracts?

ACCOUNTING > CONSULTING > TAX MNP.ca



Top 10 Considerations

\ 1 Have you considered purchasing cyber security-
~ | specific insurance to protect against the
& ramifications of any major breaches? Is it focused
\ n on the key business risks identified if breached?
Is your data reinforced by a business continuity
— o S o plan including data backup & data recovery. Is
— - S the data stored offline & offsite? Have you tried
! restoring it?

ACCOUNTING > CONSULTING > TAX MNP.ca

\ 4




Top 10 Considerations

How sophisticated are your Cyber Security
Educational Training, practices and procedures?
Are you making it personal?

Are you patching? Who has access to what? Do
you have a shadow IT problem? Are your IT
assets all accounted for? These are other major
challenges that exist in Cyber Security today.

ACCOUNTING > CONSULTING > TAX MNP.ca



A

Insurance Advisory
Stand-Alone Services — Cyber Insurance Assessment

Step 2.

Analyze the Risks

Step 3.

Develop Loss
Scenarios

Step 4.

Quantify Financial
Impact

Policy Gap Analysis

Step 6.

Coverage Assistance

In order to quantify the
impact of a potential cyber
incident, MNP must gain a
full understanding of the
business including:

. Interaction with third
parties

. Revenue generating
activities

. Identification of
sensitive data

This is an interactive
process between the
company and MNP to
ensure all potential impacts
of a cyber incident are
identified.

MNP’s experience in cyber
events and threat
monitoring will identify:

« Common cyber events

« Emerging risks based on
the subject company’s
industry

A Cyber Threat
Assessment provided by
the client will allow Deloitte
to identify:

* Potential threats

* Vulnerabilities

If MNP or another firm has performed a threat risk
assessment/maturity risk assessment recently, then we
would work off the existing report to conduct our analysis.

Step 1 and 2 will identify
most likely scenario of a
major cyber event.

Identification of the
maximum cyber impact
scenario is a collaborative
effort between MNP and
Client.

MNP will:
1.

Quantify the maximum
probable financial
impact of the major
cyber event using:

* Loss modeling
techniques

Develop a loss model
based on a set of
adjustable assumptions
and variables, using:
+ Expertise in
damage
quantification

« Experience in
actual cyber events

« Externally
published data

ACCOUNTING > CONSULTING >

TAX

MNP will:

. Review existing
policies for what
coverage might
already exist and what
limits exist (Existing
Cyber, Property, CGL,
Crime)

MNP professionals in
collaboration with Client
and Broker (as required)

*  Based on analysis in
steps 1-4, determine
specific coverage and
limits

*  What coverage is
available?

. Discussion with Broker

Cost to add-on: $10,000*

Cost to add-on:

$20,000*

Cost to add-on:

$10,000*

*Cost have been estimated
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AsSsess

(Identify)

MNP
Where do YOU
Our Overall

Mitigate Cyber Defend
(Respond) Secu rlty (Protect)
Approach

Anticipate
(Detect)
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MNP

Personal Cyber Security Check List

v’ Create strong PW — use a minimum of 12
characters(Capitals, numbers, special characters).

v'Keep you systems updated with latest software.
v'Run Anti-Virus, Anti-Malware.

v'Back Up your systems (local, cloud, offsite..).
v'Have a Firewall if possible.

v Two Step Verification .

PPPPPP
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MNP

Personal Cyber Security Check List

v'"Have your computer or mobile set to auto lock out.
v'Never click on something you don’t know.
v'Don’t add people to your profiles that you don’t know.

v'Sensitive browsing should only be done from a
trusted network. i.e.: banking

v'Be wary of any phishing or social engineering attempt
(smishing, vishing etc.).

PPPPPP

ACCOUNTING > CONSULTING > TAX
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